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公司 ERP 系统的网络存储与容灾技术：在存储系统体系上采用 SAN 存储
模式，存储网络结构上采用双光纤交换机、服务器双 HBA 卡的冗余结构,
并在服务器上采用 EMC PowerPath 软件来实现光纤链路的故障自动转
移、动态多路径负载平衡、路径测试和自动路径恢复；生产机系统的数
据库层采用双服务器群集技术，生产机系统的应用层采用双机网络负载
均衡技术，容灾软件采用 Symantec VERITAS Backup Exec，备份设备采
用 DELL PowerValut 132T 磁带库。此方案具备灵活的可拓展性，在保证





















With the fast development of information, computer systems have now become 
infrastructure in enterprises and institutions. As a result of data being essential guarantee 
of the existence and development of an enterprise, the safety of data and stable operation 
of computer system has turned out to be an important issue.  Consequently, the 
technology of data storage and disaster recovery is developing at quite a high speed, 
playing an important role in actual practice of information system safety.  
Starting with explaining the bearing and importance of data safety, this article 
summarizes the development of storage technology and disaster recovery system, and 
elucidates in details about the concept and technical characteristic of common network 
storage, as well as enquiry analysis and plan and construction of disaster recovery system, 
especially on ERP system. 
The article discusses about server scheme, storage pattern, storage volume, storage 
structure, system extensibility, safety and software. Based on these theoretical discussions, 
it designed the network storage and disaster recovery technology applicable for Motic 
ERP system. For storage system, it adopts SAN storage pattern, adopting double FC 
switch, and double HBA cards in server as storage network infrastructure, and using 
EMC PowerPath to realize auto failure transfer, dynamic multipath load balance, path 
testing and auto path recovery of chain way of optical fibre. In production system, it 
adopts cluster technology of double server in database layer, and double host network 
load balance in application layer. It uses Symantec VERITAS Backup Exec as disaster 
recovery software, and DELL PowerValut 132T tape librarian as backup equipment. The 
scheme is flexible and extensible to cater for the fast increase of SAP ERP system data on 
the precondition of securing the safety, stability and reliability of the whole system, and 
saves total cost of ownership for the company. 
The last part of the article summarizes the scheme, and put forward requirement for 
further development. 
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第一章 绪论 









有机构研究表明：丢失 300MB 的数据对于市场营销部门就意味着 13
万元人民币的损失。对财务部门就意味着 16 万的损失，对工程部门来
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1.1.3 内网的安全  
研究表明，几乎所有企业都开始重视外部网络安全，纷纷采购防火
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无法及时发现和阻断，也可能通过网络泄密公司敏感信息；  
4、非法变更 IP 地址或者 MAC 地址，造成公司内部网络混乱；  
5、外部计算机非法接入内部网络，造成信息安全隐患；  
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加，使 RAID 5 的重建时间也不断增加。这样两块磁盘同时坏的概率也
增加了，为了解决这个问题，进一步提高磁盘阵列的安全性和可靠性，
RAID 6 技术随着大容量 ATA 磁盘的广泛采用又重新引起了业界的重视，





网络存储是存储领域发展的又一重要发展。2001 年是 IT 存储领域光
存储网络、SAN（Storage Area Network，存储区域网络）和 NAS（Network 
Attached Storage，网络附加存储）技术的蓬勃发展年。2002-2004 年
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源数量调查报告指出，截止到 2005 年 12 月 31 日，全国网页字节总数
约为 67,300GB。随着网页总数的急剧增长，网页字节数也同样出现剧增，
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他载体等。具体如表 1-1 所示。  
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